[image: ]Year 6 Computing – Online Safety
Outcome: To demonstrate how to keep myself and others safe online and apply this to my online interactions in the real world. 

	Prior Knowledge 

	Explain how identity online can be copied, modified or altered. Demonstrate how to make responsible choices about having an online identity, depending on context.  

	Explain that there are some people I communicate with online who may want to do me or my friends harm. Recognise that this is not my / our fault. Describe some of the ways people may be involved in online communities and describe how they might collaborate constructively with others and make positive contributions. (e.g. gaming communities or social media groups).

	Search for information about an individual online and summarise the information found. Describe ways that information about anyone online can be used by others to make judgments about an individual and why these may be incorrect. 

	Explain how anyone can get help if they are being bullied online and identify when to tell a trusted adult. Identify a range of ways to report concerns and access support both in school and at home about online bullying.  Describe the helpline services which can help people experiencing bullying, and how to access them (e.g. Childline or The Mix). 

	Explain what is meant by ‘being sceptical’; I can give examples of when and why it is important to be ‘sceptical’. Evaluate digital content and can explain how to make choices about what is trustworthy e.g. differentiating between adverts and search results. Explain key concepts including: information, reviews, fact, opinion, belief, validity, reliability and evidence.

	Describe some strategies, tips or advice to promote health and wellbeing with regards to technology. Recognise the benefits and risks of accessing information about health and well-being online and how we should balance this with talking to trusted adults and professionals. 

	Explain how many free apps or services may read and share private information (e.g. friends, contacts, likes, images, videos, voice, messages, geolocation) with others. Explain what app permissions are and can give some examples.

	Assess and justify when it is acceptable to use the work of others. Give examples of content that is permitted to be reused and know how this content can be found online.




Ideas and inspiration:
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	Developing Knowledge and Skills

	Self-image and identity
	Working Towards
	Within
	Securely Within
	Above
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	I can identify and critically evaluate online content relating to gender, race, religion, disability, culture and other groups, and explain why it is important to challenge and reject inappropriate representations online.

	
	
	
	

	
	I can describe issues online that could make anyone feel sad, worried, uncomfortable or frightened. I know and can give examples of how to get help, both on and offline. I can explain the importance of asking until I get the help needed.

	
	
	
	

	Online Relationships
	Working Towards
	Within
	Securely Within
	Above
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	I can explain how sharing something online may have an impact either positively or negatively. I can describe how things shared privately online can have unintended consequences for others. e.g. screen-grabs.

	
	
	
	

	
	I can explain that taking or sharing inappropriate images of someone (e.g. embarrassing images), even if they say it is okay, may have an impact for the sharer and others; and who can help if someone is worried about this.

	
	
	
	

	Online reputation
	Working Towards
	Within
	Securely Within
	Above
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	I can explain the ways in which anyone can develop a positive online reputation.

	
	
	
	

	
	I can explain strategies anyone can use to protect their ‘digital personality’ and online reputation, including degrees of anonymity.

	
	
	
	

	Online bullying
	Working Towards
	Within
	Securely Within
	Above

	[image: ]
	I can describe how to capture bullying content as evidence (e.g screen-grab, URL, profile) to share with others who can help me.

	
	
	
	

	
	I can explain how someone would report online bullying in different contexts.


	
	
	
	

	Managing online information
	Working Towards
	Within
	Securely Within
	Above
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	I can describe how some online information can be opinion and can offer examples. I can explain how and why some people may present ‘opinions’ as ‘facts’; why the popularity of an opinion or the personalities of those promoting it does not necessarily make it true, fair or perhaps even legal. I can define the terms ‘influence’, ‘manipulation’ and ‘persuasion’ and explain how someone might encounter these online (e.g. advertising and ‘ad targeting’ and targeting for fake news).

	
	
	
	

	
	I can describe the difference between online misinformation and dis-information. I can explain why information that is on a large number of sites may still be inaccurate or untrue. I can assess how this might happen (e.g. the sharing of misinformation or disinformation).

	
	
	
	

	Health, well-being and lifestyle
	Working Towards
	Within
	Securely Within
	Above
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	I can describe common systems that regulate age-related content (e.g. PEGI, BBFC, parental warnings) and describe their purpose. 

	
	
	
	

	
	I can assess and action different strategies to limit the impact of technology on health (e.g. night-shift mode, regular breaks, correct posture, sleep, diet and exercise).

	
	
	
	

	Privacy and security
	Working Towards
	Within
	Securely Within
	Above
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	I can describe simple ways to increase privacy on apps and services that provide privacy settings. 

	
	
	
	

	
	I can describe ways in which some online content targets people to gain money or information illegally; I can describe strategies to help me identify such content (e.g. scams, phishing).

	
	
	
	

	Copyright and ownership
	Working Towards
	Within
	Securely Within
	Above
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	I can demonstrate the use of search tools to find and access online content which can be reused by others. I can demonstrate how to make references to and acknowledge sources I have used from the internet.
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I can keep safe online by…
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